Installation instructions for PIV Card and VPN software and

drivers for USB PIV Card reader hardware.

This document will detail installing the software necessary to use the 2-

factor VPN client on your computer.

Step 1

Download the necessary software from

http://css.ncifcrf.gov/information/piv/pivcard.exe. Copy to a Flash drive.

Step 2

Double-click the piv.exe to extract the software on your computer. Browse to your
C: drive on your computer and open the VPN2Factor folder.

Step 3- This will require Administrator Rights on your computer.

From the VPN2Factor folder where you extracted the piv.exe files, run the Setup.exe

application.
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You will get this install screen.

PIV Card Installation %]

NIH PIV CARD INSTALLS

Activeldentity 32-bit | Install Activeldentity Card Reader Software

Activeldentity 54-bit | Install Activeldentity Card Reader Software

Vista,7 2-Factor wiN Instal I Windows Vista / Win 7 2-Factor Win Install

%P 2-Factor WIN Instal I Windows XP 2-Factor Win Install
32.bit driver | 32-bit Activeldentity PIV Reader driver
64-bit driver 64-bit Activeldentity PIV Reader driver

NIH PIV Card URL MNIH PIY Card ‘Website

|
|

Pk Doctrants | Browse document files
]

Actividentity Hotfiwes Patches for Actividentity Client

Finish

You will be installing 3 items on your system.

1. The Activeldentity Card Reader Software (32-bit or
64 —bit)

2. VPN software Part 1 (XP or Windows Vista / Win 7)

3. The driver software for the PIV Card Reader
hardware. (32-bit or 64-bit)

Additionally, you may need to install a Hotfix patch for
the Activldentity client if the card doesn’t integrate
with your systems . See the end of this document for
install instructions. Click here to skip ahead.




Install the Active Identity software

Click either the Activeldentity 32-bit or 64 —bit button to install
the Activeldentity 32-bit or 64-bit software. (you will only be
able to install one or the other)

This software allows your Operating System to properly interact
with the PIV card.

PIV Card Installation X

NIH PV CARD INSTALLS

>  Activeldentity 32-bit ] Install Activeldentity Card Reader Software

—3  Activeldentity 64-bit ] Install Activeldentity Card Reader Software

Vista.7 2-Factor wiN Install l Windows Vista / Win 7 2-Factor Win Install

%P 2-Factor WIN Install l Windows XP 2-Factor Win Install
32.bit driver l 32-bit Activeldentity PIV Reader driver
64-bit driver 64-bit Activeldentity PIV Reader driver

NIH PIV Card URL NIH PIY Card Website

BradockD oemants Browse document files

Bctividentity Hotfiwes Patches for Actividentity Client

Finish




This will start the Install process of the ActivClient software.
You will need either the 32-bit or the 64-bit. If you receive this

error, try the other version.

windows Installer

Thig installation package iz not supported by this
proceszor type. Contact your product vendar.

i ActivClient xB6 - InstallShield Wizard

o wWelcome to the InstallShield Wizard for
el ActivClient x86
ActivClient

The InstallShisld(R ) Wizard will install ActivClient x86 on wour

computer, To continue, click Mext, 1- CIiCk Next to
continue the install.

WARMING: This program is protected by copyright law and
international treaties.

hCTIV@ENTITY

[ Mext> | [ Cancel

i ActivClient xB6 - InstallShield Wizard

License Agreement
acTiv([DENTITY

Please read the Following license agreement carefully,

[0l

2. Select “| accept ACTIVIDENTITY SOFTWARE - LICENSE AGREEMENT

” IMPORTANT - READ CAREFULLY EEFORE OPENING SOFTWARE
the terms...” a nd PACKET(S) AND/OR INSTALLING, COPYING OR OTHERWISE USING THE
. SOFTWARE. THE FOLLOWING TERMS AND CONDITIONS OF USE APPLY
C| ICk Next to TO ¥OUR USE OF THE SOFTWARE. BY OPENING THE PACKET(S)

AND/OR BY INSTALLING, COPYING OR OTHERWISE USING THE

1 1 SOFTWARE, YOU INDICATE YOUR ACCEPTANCE QF THE TERMS AND
COntI nue the InSta” CONDITIONS OF THIZ SOFTWARE LICENSE AGREEMENT. 3

(®1 accept the berms in the license agreement!

{31 do not accept the terms in the license agreement

< Back ” et = ] [ Cancel




i ActivClient xB6 - InstallShield Wizard

Setup Type
Choose the setup type that best suits vour needs, ACTIV @ ENTITY 3 . Se I e Ct Ty p i Ca I
Please select a setup bype. a n d CI iCk N eXt to

continue.

All program Features will be installed, (Requires the most disk
space.)

D Custom
@ Choose which program Features you want installed and where they

will be installed. Recommended For adwanced users.

< Back ” et = ] [ Cancel

i ActivClient xB6 - InstallShield Wizard

Ready to Install the Program
acTiv([DENTITY

The wizard is ready ko begin installation.

4. Click Install to _ A
Click Install to begin the installation,

p e rfo rmt h e IF you want ko review or chanae any of your installation settings, dick Back, Click Cancel ta
exit the wizard.

install and Finish

when complete.

You may need to
reboot after this
install.

= Back “ Instal 1 [ Cancel




After the Activlidentity Client install completes, return to
the PIV Card Installation screen.

Click either the Vista,7 2-Factor WIN Install or the XP 2-

Factor WIN Install to install the Cisco AnyConnect VPN

Client software.

If you have Windows Vista
or Windows 7 click here

PIY Card Install.\tion

If you have Windows
XP click here

NIH PIV CARD INSTALLS

Activeldentity 32-bit

|

Activeldentity 64-bit

|

%ista,? 2-Factor WIN Install

®KP 2-Factor WIN Install 4

32-bit driver

64-bit driver

NIH PV Card URL

Product Documents

Actividentity Hotfixes

I
I
|
|
|

Instafl Activeldentity Card Reader Software
Ifistall Activeldentity Card Reader Software
Windows Vista / Win 7 2-Factor Win Install
Windows XP 2-Factor Win Install

32-bit Activeldentity PIY Reader driver
64-bit Activeldentity PIV Reader driver

NIH PIV Card Website

Browse document files

Patches for Activldentity Client

Finish




i& Cisco AnyConnect YPN Client Setup

Welcome to Cisco i
AnyConnect VPN Client 1 C“Ck NeXt to
Setup Wizard continue.

The Setup Wizard will install Cisco AnyConnect YPN
Client on your computer, Click Mext to continue or
Cancel ko exit the Setup Wizard,

[ Mext= | ’ Cancel

i Cisco AnyConnect YPN Client Setup E|

End-User License Agreement #

Please read the Follawing license agreement carefully b

2. Select HI accept Client Software License Agreewent of Cisco 3ystems A

the terms ” and THE SOFTWARE TO WHICH YOU ARE REQUESTING LCCESS I3
THE PROPERTY OF CISCO SIYSTEMS. THE UIE OF THIS

. SOFTWARE IZ GOVERMED EY THE TERM3Z AND CONDITIONS OF

C||Ck Next tO THE AGREEMENT SET FORTH BELOW. ¥OU (0N BEHALF OF

. . TOURSELF AND THE BUSIINEZZ ENTITY VOU REPRESENT) MUST

Cont“’]ue the |nsta||. AGREE T THE FOLLOWING TERMS AND COMNDITIONS IN ORDER

TO USE THE SOFTWARE. IF YOU DO NOT AGREE TO THE

FOLTOWTMG TERMS LMD COMDTTTONS THEM FOITT ARFE TOT

(¥ accept the kerms in the License Agreement:

()1 do not accepk the terms in the License Agresment

Advanced Installer

< Back. ” Mext = l [ Cancel




i& Cisco AnyConnect YPN Client Setup

Ready to Install s
The Setup Wizard is ready to begin the Typical installation

Click "Install” bo begin the installation. IF you want to review or change any of wour
installation settings, click "Back". Click "Cancel” to exit the wizard.

Advanced Installer

Ved|

L

3. Click Install to
perform the install.

e

< Back ]| Install | ’ Cancel

i& Cisco AnyConnect YPN Client Setup

4. Click Finish
when complete.

You may need to
reboot after this
install.

Completing the Cisco
AnyConnect VPN Client
Setup Wizard

Click the Finish butkon to exit the Setup Wizard,




After the Cisco AnyConnect VPN install completes,
return to the PIV Card Installation screen.

Click either the 32-bit driver or the 64-bit driver to
install the drivers for your PIV Card Reader hardware.

Try the 32-bit driver first. If you get this error, try the
64-bit driver

Windows Installer

Thiz inztallation package iz not supported by this
processar type. Contact your product vendor.

32-bit driver — try 15t

NIH PIV CARD INSTALLS

Activeldentity 32-bit I Install Activeldentity Card Reader Software

Activeldentity 64-bit I Install Activeldentity Card Reader Software

Vista,? 2.Factor WIN Install I Windows Vista / Win 7 2-Factor Win Install

P 2-Factor WIN Install I Windows XP 2-Factor Win Install
N 32-bit driver | 32-bit Activeldentity PIV Reader driver
B4 b diver 64-bit Activeldentity PIV Reader driver

NIH PIV Card URL NIH PIV Card Website

Product Doctanatis Browse document files

Btividentity Hotfives Patches for Activldentity Client

Finish




i Device Installer xB6 - InstallShield Wizard

Welcome to the InstallShield Wizard for
Device Installer 86

Activldentity
Device Installer

1. Click Next to
continue.

The Installshisld{R ) Wizard will allow you bo modify, repair, or
remove Device Installer x86. To continue, click Mext,

hﬂTI\I’@ENTITY

< Back [ Mext> | [ Cancel

i Device Installer xB6 - InstallShield Wizard

License Agreement

acTiv(DENTITY

Please read the Following license agreement carefully,

4

2. Select “I accept ACTIVIDENTITY SOFTWARE - LICENSE AGREEMENT

the terms...” and IMPORTANT - READ CAREFULLY BEFORE OPENING SOFTWARE

PACKET(S) AND/OR INSTALLING, COPYING OR OTHERWISE USING THE
; SOFTWARE. THE FOLLOWING TERMS AND CONDITIONS OF USE APPLY

click Next to TO YOUR USE OF THE SOFTWARE. BY OPENING THE PACKET(S)

. . AND/OR BY INSTALLING, COPYING OR OTHERWISE USING THE

continue the install. SOFTWARE, YOU INDICATE YOUR ACCEPTANCE OF THE TERMS AND

CONDITIONS OF THIS SOFTWARE LICENSE AGREEMENT.

b
(1 accept the berms in the license agreement!

()1 do not accept the terms in the license agreement

< Back ” Mext = ] [ Cancel




i Device Installer xB6 - InstallShield Wizard

Custom Setup

Select the program Features wou want installed,

acTiv([DENTITY 3. The Custom

Click. on anican in the lisk belaw to change how a Feature is installed, Set u p SC re e N

= ActivIdentity Devices Setup
=) = | ActivIdentity USE reader V3
¥ - | ActivDiag kool

Install ko
C:\Program Files) ActivIdentity Device Installer,

Feature Drescription

should appear as
shown. Click Next

This feature requires 32KB on 1

wour hard drive, Ithas 1 of 2 to Contlnue the
subfeatures selected. The .

subfeatures require 220KE on I n Sta I I

wour hard drive.

[ Help ] [ Space ] [ % Back

I

Mext = ] [ Cancel ]

4. Click Install to
proceed with the
installation and
click Finish when
complete.

i Device Installer xB6 - InstallShield Wizard

Ready to Install the Program
acTiv([DENTITY

The wizard is ready ko begin installation.

Click Install to begin the installation,

If wou want ko review or change any of your installation settings, dick Back. Click Cancel to
it the wizard,

< Back ” Install ] [ Cancel

You have completed the install of all
software necessary to use the NIH 2-
Factor VPN client.




After completing the driver install you can connect your
PIV reader to any available USB port on your computer.

Your Operating System should detect the new hardware.

If you experience problems, you may need to install the
Activlidentity Hotfix update. (Either the 32-bit or 64-bit)

Follow the instructions below to install the Hotfix.

From the original PIV Card Installation window, Click
the bottom selection, Actividentity Hotfixes.

PIV Card Installation
NIH PIV CARD INSTALLS

Activeldentity 32-bit l Install Activelglentity Card Reader Software

Activeldentity 64-bit I Install Actiyfldentity Card Reader Software

]
|

Vista,7 2-Factor WIN Instal l WindowglVista / Win 7 2-Factor Win Install

F %P 2-Factor WIN Instal ‘ Windgis XP 2-Factor Win Install
-E§7
e At 30-bit driver ‘ 32-tf Activeldentity PIV Reader driver
‘coor
N

64-bit driver I bt Activeldentity PIV Reader driver

IH PIV Card Website

NIH PV CardURL |

Dkt D o Browse document files

" Btividentity Hotfiees I Patches for Actividentity Client

Finish




You will get this install screen. Your system will only allow

one or the other to install.

Click either the 32-bit Hotfix or the 64-bit Hotfix button.

Actividentity Hotfixes

Actividentity Hotfixes

32-bit Hatfix

| Actividentity 32-bit Hokfix

E4-bit Hotfi

| Actividentity 54-bit Hatfiz

acTiv([EenTiry

X

If you get this error message click OK and try the other

hotfix.

Windows Installer

The upgrade patch cannot be installed by the ‘Windows
Installer zervice because the program to be upgraded
may be mizzing, or the upgrade patch may update a
different wersion of the program. Werify that the program
to be upgraded exiztz on your computer and that vou
have the carect upgrade patch.




You will get this Install screen. Click Update to install the
Actividentity Patch.

i ActivClient xB6 Patch - InstallShield Wizard

s o wWelcome to the Patch for ActivClient x86

ActivClient

The InstallshisldiR) Wizard will install the Patch For ActivClient
%36 on your computer, To continue, click Update,

hﬂTI\I’@ENTITY

= Back | Update > J[ Cancel

You will get this screen when the installer completes. You
may click Finish in all the installer windows at this point.

% ActivClient xB6 - InstallShield Wizard

S ot InstallShield Wizard Completed

ActivClient

The InstallShield Wizard has successfully installed ActivClient
%86, Click Finish to exit the wizard,

Please note that the ActivClient %56 natification dislogs will
only be active after vou reskart your computer, These dialogs
are used ko nokify the user of events such as when the smark
card is stillin the reader when the user logs out. You do not
need to reboot For any other operations,

lﬂTIV@ENTITY

% Back Cancel




You have completed the install of all software necessary to
use the NIH 2-Factor VPN software.

The first time you connect, NIH will update the Cisco
AnyConnect software with 2 additional components, The
Cisco Dart and GINA pre-boot components.

Please see the connect to VPN PDF for instructions on how
to use the software.

Please direct any questions to the NCI-Frederick Helpdesk
at 301-846-5115 or fredhelpdesk@nih.gov.
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